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OGC SUBJ: SECURITY
EQll652 Class & Declass
THE WHITE HOUSE not indexed

WASHINGTON

March 30, 1973

MEMORANDUM FOR: LAWRENCE R. HOUSTON
FROM: RICHARD C. TUFARO L&
SUBJECT: MARKING CLASSIFIED

MESSAGE TRAFFIC

Attached is a copy of a circular issued by the United States Information
Agency setting forth standard marking requirements for their clas-
sified telegrams. This circular is issued to bring USIA in conformity
with the requirements of the State Department.

I thought the attached might be of interest to you because it suggests
an abbreviated format for indicating the information required by
E.O. 11652, Moreover, you might wish to consider whether this
should not be adopted as a uniform standard throughout the Federal
Government. The approach adopted here appears to have a good deal
of merit.
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State Dept. review completed
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UNITED STATES INFORMATION AGENCY
WASHINGTON 20547

March 21, 1973

MEMORANDUM FOR: Mr. Richard C, Tufaro
The White House "/
FROM : Robert D, \Barberp/}g
Assistant Director (Security)

SUBJECT : Executive Order 11652 --
Marking Classified Documents

On March 12, 1973, Donn Chown and Dick Bond met with
you to discuss a proposed change in marking procedures for
certain classified USIA message forms., On the basis of your
informal approval of the procedures as set forth in the draft
shown you, we have published the attached circular instruction.
I am also furnishing a copy of our original instruction imple-
menting a data index system, which is referenced in the new
circular. ' ’ '

I want to. say that I find your cooperation and under-
standing of the problems we are encountering in implementing

E. O. 11652 most helpful and encouraging. I am confident that,
working together, we shall achieve the intent of the Order.

Attachments:

1. Circular Instruction ,
(CM-486, March 15, 1973)

2, Copy of original Instruction
(Circular 405D & 408F, January 22, 1973)
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AIR POUCH 4 g UNCLASSIFIED
Classification

3 . SENTT@ - ALL USIA OVERSEAS ESTABLISHMENTS
W Bucharest, Budapest, Moscow, Phnom' Penh '
I(}@lé[%:il@ Prague, Sofla, Warsaw (From R@gera)

T | ua BAHES | Loweb 85, 1575

SUTEONE
MESSAGE
vig :

COMMMMIGAT SUNE SEE USE BHLY

%gd“ WS 11652 N/A L = -
TLA SUBJECT - Markmg amd Subm1ss1on of Classlf:.ed Messages a.nd Docum.ents

. m ..' :'>’ 'A - . - - . . A -
ISA - | REFERENCE - _ . ' ‘

- ?gg <. The Agency is mst:l.tutmg changes in the forma.ts of class:.fled telegrams,
108 ©|* USIA Outgoing Messages, Field Measages ‘and Operatmns Memorandums
1Bs. 7| to facilitate conformance with the. reqmrements of Executive Order (E 0.}
‘Ies. - . 11652 (Classlﬁcatmn and Declassification. of National Securi.ty Information
IPS and Material), The change effective medlatelys ‘involves addmg a line =

L IMY T o the headmg of cla.ss:.:ﬁed messages that mdlcates statug of the message
-IOP: . | - under the Executive Ofder, “This E.O: 11652 line will be, in addition to

%3%@ A insertion of the SUBJ ECT line and the classifier's posxtnon, a8 requ1red

Ijsc.3 | rby USLA Cz,rculax 405D & 408F Sectzon 5‘“&&7 ' A

CIORfL |- L s

CIORJLD - | E.O. 11652 Lme
I@A/SG N . . .

L . The E. On 11652 hne wﬂl ca.rry 2 code a.nd where necessary, ‘the. date or
1 .eveni: aﬂ:er whzch the message is to be a,utoma,fcs,ca.lly declassa,fzed
The codes to be “used are. |
. STA'E‘E " fiCS]Z)&S':fi’Genera,l Declass:.fz.catlon Schedule applies._ Must Be/ .
SR j_..followed by ”DECLAS 13‘2,31 o and year six years hence”
: ‘v;'{vzfozr’ "C@nfldentml“ 0% elghi: *;rears hence for "Secret“ s
“ geimed ) ADS;:,.f'_’;:-Accelerated Declasszﬂca.uon Scbeduleo Applies when 3
_(0;;“fce§'-“ - q-'mforma&mn is to.be decla.ss:iieéi on & date or eveni; in
nly) - L ‘advance of the. GDS Must ‘be fo llowed by TDECLAS' .

u “S."’_C’ 3 ‘ : a,nd the date or’ event which will tmgger declasgifie -
' 3 7 cation. Da.tee shouid be enterec‘i ag: shown in the examples

i belowe o R ‘ .
- 1 }§ € ,‘ PAGES B
b -‘: 4 - o . e

ORAFTED DY ;. -~ ‘- ;< .° 7 . ,ﬂwmcz S WQNQNQ VDAVTE'”;":' " j APPROVEGD BY-
- DMChown:j&s ]fz IO&/M A2 EN B
USIAAND, OTHER cn.emzmwc ,"‘.J' E'A/Ufm’ 5B

- I0S - RDBarbe
. Sta‘beo EUR/EE - YA
IOA ’

' o

! 5 (REV) 22-66
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MESSAGE U 8. INFORCIATION AGENGY

CONTINUATION SHEEY B

POST . . ‘ NO. CLASSIFICATION T ] PAGE . PAGES

UNCLASSIFIEDV S ~z" OF

- XGDS1 Exempt accordmg to the num‘bered category of E O. 11652 - }
XGDS2  These codes should be followed wherever possible by “DECLAS"
~ © XGDS3 - and a dete or event wluch mll trxgger declass;fzcatzon ok ". 5 o
.. XGDS4 - N R o - o

N/A A Not a.pph.o::a,bleo Thls code is for use on uncla.sslfl,ed documents
Samples of E 0. 11652 lme entnes

~;’,;,(1) E.O. 11652: GDS DECLAS 12-31- 81
(2) E.O. 11652: ADS, DECLAS 12-31-73 - .
. (3) E.O. 11652: ADS, DECLAS AT END CURRENT TEST SERIES,
- (4) "E. 0, 11652; XGDSI DECLAS 12 31 BsHx
(5) E 0. 11652 N/A T

R 'f;‘.Clas 51f1ed documents conta.mmg (l) a completed CLASSIFICATION hne, (2) 2
S completed E, O, 11652 line, and (3) the classlfler s name and pos1t10n (in the
DRAFTED BY and/oz’ APPROVED BY spa.ces on a forxn) need not be stamped
v,w1th the captmns noted m 5 FAM 931 : - | : ,
’-USIA USIS forms and State Department forms employed by the Agency and by
. Usis posts will'be altered Samples showing the new format are attached Until
‘reprmted message forms are recexvecl dra.fters should place the E. O 11652 line
. A‘m cla.351f1ed messages as follows L . :

. _ ) ‘;' USIA Outgomg Messages (Form I_Am5) Bet:viree_r;' the USIACand
LRI SUBJECT lmes, o UL FEER '

USIS Fleld Messa.ges (Form IA—SD) Betyveex} REFERENCEand .
SUBJECT lllnes o ST e ;

*See also UNIFORM S'I‘ATE/AID/USI.A SECURITY REGULATIONS 5 FAM 924
- **Authorlty to exempt clagsified material from GDS is. 11m1ted to, the USIA -
' DlrectorD the Deputy Director, -the’ Deputy Dlrector (IOP), ‘the. Ass°c1ate ’
- Director (IOR), ‘the. Asslstant Dlrectors IAA IEA IL.A INE ISA IWE
IEE ‘and IOS ’ : . Ce

R

CLASSIFICATION
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v .S mt@tmmem ARENGY

- CONTINUATION SHEET -
x 4‘.5’057.‘ - : ] » No. - ' CLASSIFICATION . - .oAsé: il PAGLS

UNCLASSIFIED 13 ©oF 3

Vb

; ,Operatlons Memorandums (E‘orm DS-682) Between FROM and
' SUBJECT lines. (NO’I‘E OM forms are not’ bemg reprmted)

State Department Alrgrams (Form DS 323) Between FROM and
SUBJ’ECT lines: . P _

.. . State Department Telegrams (Form DS-322): 4n E.O, “652 ine
Y followed by : a SUBJ‘ECT line should be placed above the ACTION
L 'v L oL E ’ 1me° . . . o

TAGS Lme on State Department Forms

o .Rev1sed State Departrnent forms w111 also 1nc1ude a TAGS (Trafﬁc Analysls
cn ".,by Geography and Subject) line. Th1s line is unique to State mdexmg require--
. ments., The TAGS line, therefore, may be disregarded in a11 USIAC messages
i - and in exclus1vely USIA/USIS communications transmitted as State Department
" “messages (i, e., in the State Department series)., USIA/USIS communications
in the State series must be clearly Ldentzfled preferably' w1th an 1dent1f1er
~“su;.ch as "FOR USIA” in text 1ead 11nes° .

o 'Dat*a Index Svstem (DIS) Docurnent Submlssmn

”Ihls Message reconfirms all prov1smns of USIA CI.RCULAR 405D & 408F
I" " -Section 5-b of the CIRCULAR should be interpreted to mclude among DIS
-/ - submissions to IOR/L those documents classified. by a USIA/USIS offlcer -

) because they excerpt or substantively refer to already-aclassrfled materials,
o Submissions should be made whether the excerpted material- or1g1nated within
~ USIA or with another agency. These would include USIA/USIS documents

", excerpting "Top Secret' information from othe.x: ‘agencies' documents and thus
- marked ""Top Secret” even though USM does not have or1g1na1 "'I‘op Secret”

N ‘. authomty
e@&ﬂ

1. Form IA-5 2. Form IA-5D 3. Form DS-683 4. Form DS-323
- 5. Form DS-322 ‘ Co el TR

Enclosures:

e 1 A T et g 2 = = e

" IINCLASSIFIED.
CLASSIFICATION

Approved For Release 2003/05/06 CIA-RDP75- 00793R000200170022 6'

B
€CT37 N1 302 "Wad OH WAGIE « B ASIQUTH wINAad () TIL108AMmS
1 "




. Approved For %ss?(fﬁ?ﬂlﬁ“ﬂfdﬂ)lﬁéf&ﬁ‘ZOM?OOZZ-G

duTGoING
MESSAGE . 7
VIA__ {
. Classification ;
SENT TO: -
Origin ;
3
—— 3
info. USIA - ;
USIAC v
E.O. 11652 -
SUBJECT -
REFERENCE -
Dist.
Desired
(Offices
Only)
PAGE PALES
OF
DRAFTED BY OFFICE PMHONE NO. | OATE APPROVED BY
USIA AND OTHER CLEARANCES
_ ' Classification
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Classification
FROM:
-
T0: USIA WASHINGTON MESSAGE NO.
REF:
E.O. 11652 - s
SUBJECT:

AGENCY USE

ACTION

INFO.

PAGE PAGES
ORAFTED BY

OF
DATE APPROVED BY:

USIS AND OTHER CLEARANCES
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OPERATIONS MEMORANDUM

10: . DATE:

FROM:
E.O. 11652:
SUBJECT:

REF:

- ’ ! T

L . -]

FORM  ps.682 Approved For Release 2003705/06 : CTA-RDP75-00793R000200170022-6 -

9-61




S ey fRme AN R Pz

o wikbbhou

HANDLING CLASSIFICATION MESSAGE REFERENCE NO.

TO:

FROM: ' - DATE:

E.0. 11652:
TAGS: : :
SUBJECT:

REF:

DEPT. DISTRIBUTION
ORIGIN/ACTION

AF ARA cu EA

EB EUR INR 10

W NEA PER PM

REP sct ss sy \

.

AGR AID AlR ARMY

CiA cOoM ooo DoT

FRB HEW INT LAB

NAVY | NSA NSC oPIC

STR TAR TRSY USIA -
xmBe
ORAFTED BY: DRAFTING DATE: | PHONE NO.: CONTENTS AND CLASSIFICATION APPROVED BY
CLEARANCES:
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’ DEPARTIVIENT OF STATE
¢ ) coLLeeT
< ] cHarcE To
— FROM CLASSIFICATION
E.0. 11632: ..l
TAGS: R .
SUBJECT:
ACTION:

ORAFTYTED BY:

DORAFTING DATE | TEL. EXT. CONTENTS AND CLASSIFICATION APPROVED BY:

CLEARANCES:

Approved For Release-2003/65/66—+CiA-RDP75-60793R0600200170022-6
FORM DS-122 CLASSIFICATION

11-22




